
 
 

Hearing Titled, “How Corporations and Big Tech Leave Our Data Exposed to Criminals, 
China and Other Bad Actors”  

Senate Judiciary Committee 
Crime and Terrorism Subcommittee 

Tuesday, November 5, 2019 
 
Witnesses 
Mr. Tom Burt, Corporate Vice President of Costumer Security and Trust, Microsoft Corporation 

• Written Testimony 
Mr. William A. Carter, Deputy Director and Fellow, Technology Policy Program, The Center for 
Strategic and International Studies 

• Written Testimony  
Ms. Kara Frederick, Fellow for Technology and National Security Program, Center for a New 
American Security 

• Written Testimony 
Mr. Klon Kitchen, Senior Research Fellow, Technology, The Kathryn And Shelby Cullom Davis 
Institute for National Security and Foreign Policy, The Heritage Foundation 

• Written Testimony 
 

Opening Statements 
Subcommittee Chairman Josh Hawley (R-MO) 
Subcommittee Chairman Hawley stated that TikTok and Apple have not demonstrated a committed 
interest in combatting cyber threats from China, exemplified by both companies’ decisions to decline 
to testify.  The Subcommittee Chairman expressed his concern of the Chinese government’s influence 
over the TikTok platform, which has access to users’ likeness, voices, watch history and location data. 
Although TikTok claims that it does not store American user data in China, TikTok’s parent company 
ByteDance is based in Beijing and has ties to the Chinese government. TikTok also claims that it does 
not remove content based on requests by the Chinese government. However, former TikTok 
employees have stated that ByteDance imposes strict rules on app content in accordance with the 
Chinese government’s views of acceptable speech.  
 
The Subcommittee Chairman reiterated that TikTok must appear before the Subcommittee to explain 
its usage of user data, emphasizing the potential threat to national security. The Subcommittee 
Chairman stated Apple has also allowed China a window to access Americans’ consumer data by 
storing its encryption keys in China. A user’s iCloud data is stored by GCBD, a Chinese company, and 
is therefore not protected from being accessed by the Chinese government. The Subcommittee 
Chairman concluded that Apple and TikTok’s relations with China illustrate the dangers that China-
involved platforms pose entering the U.S. market, as well as how operations in China put user data 
security at risk. 
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Subcommittee Ranking Member Sheldon Whitehouse (D-RI) 
Subcommittee Ranking Member Whitehouse reviewed the ongoing challenges that cybersecurity 
legislation faces while trying to gain support from the Senate and the Trump Administration. The 
Ranking Member urged officials from the intelligence community to testify and provide insight to the 
Committee on how to combat cyberthreats. 
 
Testimonies 
Mr. Tom Burt, Corporate Vice President of Costumer Security and Trust, Microsoft Corporation 
Mr. Burt testified on behalf of Custom Security and Trust (CST) at Microsoft, a cross-disciplinary 
team comprised of engineers, lawyers, policy advocates, business professionals, data analysts, and 
cyber crime investigators who ensure the security of Microsoft customers’ privacy. Mr. Burt reminded 
the Subcommittee that the Internet is the result of private sector innovation and is borderless in regard 
to cyberattacks. Microsoft continues to combat bad actors and has engaged in seventeen operations 
against botnets over the past few years. Mr. Burt urged an international collaboration to reduce and 
prevent cyber-attacks. The United States and the United Kingdom recently reached the first 
international agreement under the Clarifying Lawful Overseas Use of Data (CLOUD) Act.  
Negotiations between the United States and the European Union for a CLOUD Act agreement is an 
important step for the global community to improve cybersecurity efforts. This demands active 
defense to reduce the amount of cyber-attacks launched at the U.S. and its allies. Microsoft has been 
supportive of the Paris Call for Trust and Security in Cyber Space, a voluntary commitment to 
cybersecurity principles. The Paris Call is supported by all NATO countries, except the United States. 
 
Mr. William A. Carter, Deputy Director and Fellow, Technology Policy Program, The Center for Strategic and 
International Studies 
Mr. Carter highlighted the Administration’s lack of leadership on cybersecurity issues. Companies 
need government mechanisms to ensure its users’ data privacy.  The wide variety of cyber threats that 
we face require different tactics and strategies to be controlled and prevented. Mr. Carter stated that 
companies face challenges in trying to protect user privacy, when government mechanisms lack the 
effectiveness to prevent data abuse. Further complications arise from cultural differences between 
U.S. companies and their global customers, and from the exploitation of data for malicious purposes. 
End-to-end encryption, which is used by platforms like WhatsApp, prevents companies from sharing 
user conversations with governments. However, this can also present a barrier for governments to 
obtain data that could prevent criminal activity.  Mr. Carter concluded that Congress must continue 
to place a harsh spotlight on companies that exploit user data.   
 
Ms. Kara Frederick, Fellow for Technology and National Security Program, Center for a New American Security 
Ms. Frederick stated that Americans unknowingly subject themselves to systemic risks when we use 
platforms operated in countries with closed societies and histories of cyber espionage. Specifically, 
U.S. data stored in other countries is subject to foreign laws. ByteDance’s compliance with Chinese 
policy puts American users at risk by subjecting their data. China continues to push its political agenda 
and policies against free speech, impacting companies that have close business ties to China. Ms. 
Frederick stated that as the digital environment grows in complexity, Congress must pass meaningful 
cybersecurity legislation, tech companies must establish new rules that will protect user data, and the 
federal government must incentivize transparency and openness regarding data usage.   
 
 
 



Mr. Klon Kitchen, Senior Research Fellow, Technology, The Kathryn And Shelby Cullom Davis Institute for National 
Security and Foreign Policy, The Heritage Foundation 
Mr. Kitchen stated that the U.S. must take preventative measures to combat cybercrime, cyber-enabled 
economic warfare, and ransomware attacks against companies and governments. Companies are 
beginning to invest in cybersecurity precautions, but the government must wield its authority against 
Silicon Valley companies that violate the data privacy of their users. Mr. Kitchen cited Russia and 
China as bad actors with histories of using their foreign intelligence to copy American technologies. 
In January 2020, a new Chinese law will go into effect which will require all foreign-owned companies 
with operations in China to allow the Chinese government access to their users’ data. This law will 
also criminalize VPNs and underlying encryption services. This challenges any belief that American 
data secured in China is secure. Mr. Kitchen urged the federal government to develop a clear and 
proactive approach to combat threats to national security.  The Administration should share threat 
information with industry stakeholders, determine disqualifying factors, identify and amend 
vulnerabilities, block untrusted companies, and prepare for “zero-trust” networks.   
 
Questioning 
Subcommittee Chairman Josh Hawley (R-MO) 
Subcommittee Chairman Hawley stated that TikTok claims that it stores user data in the U.S. or 
Singapore. Subcommittee Chairman Hawley asked Ms. Frederick whether China could gain access to 
TikTok user data since it is stored in the U.S. and Singapore. Ms. Frederick replied that although 
TikTok does not store its data in mainland China, its parent company, ByteDance, is based in China. 
Chairman Hawley asked Ms. Frederick if ByteDance is subject to Chinese law. Ms. Frederick replied 
that that ByteDance must abide by Chinese laws because the application development is completed in 
China.  
 
Subcommittee Chairman Hawley asked Mr. Kitchen if ByteDance could provide Beijing with 
American user data in accordance with the new Chinese law to be enacted in 2020. Mr. Kitchen agreed 
that ByteDance could provide China with American user data. Subcommittee Chairman Hawley asked 
Mr. Kitchen if autonomous weapons rely on artificial intelligence, and if the American user data 
obtained by China could influence how China trains its AI.  Mr. Kitchen affirmed that artificial 
weapons rely on artificial intelligence. He stated that American user data allows China to build a profile 
of American users. Subcommittee Chairman Hawley asked Mr. Kitchen how to ensure that Chinese 
tech companies are not providing American user data to the Chinese government. Mr. Kitchen replied 
that there is no way to prevent this practice. 
 
In the second round of questioning, Subcommittee Chairman Hawley asked Mr. Kitchen if encryption 
keys are used to read private communications in the cloud. Mr. Kitchen explained the purpose of 
encryption keys and agreed that China could utilize this information to gain insight into Apple’s iCloud 
accounts. Subcommittee Chairman Hawley asked Mr. Kitchen if Americans should trust any sensitive 
data to be safely stored in China, and companies compromise user data by this practice. Mr. Kitchen 
replied that any data stored in China should not be considered safe and agreed that any company 
complying with China on data law is jeopardizing American privacy. 
 
Subcommittee Ranking Member Sheldon Whitehouse (D-RI) 
Subcommittee Ranking Member Sheldon Whitehouse asked Mr. Burt whether the National Institute 
of Standards and Technology (NIST) framework should be “stress tested.” Mr. Burt replied that 
companies need to assess their cybersecurity maturity and ensure that they are prepared for any cyber 
threats.   



 
Subcommittee Ranking Member Whitehouse asked Mr. Carter whether the full scope of cyberattack 
threats is understood by the public. Mr. Carter replied that publicly available information does not 
accurately reflect the proliferation of cyberattacks. 
 
Subcommittee Ranking Member Whitehouse asked Mr. Burt if there are any advantages to botnets. 
Mr. Burt replied that botnets offer no advantages and should be eradicated with strategic coordination. 
Botnets pose a threat to security by allowing access from other computers without a user’s knowledge. 
Subcommittee Ranking Member Whitehouse asked Mr. Burt if the Cybersecurity Tech Accord and 
Cyberpeace Institute eliminate the need for the government to pursue cybersecurity.  Mr. Burt replied 
that the government must continue to prioritize cybersecurity and collaborate with other countries 
and with private sector actors.   
 
Subcommittee Ranking Member Whitehouse asked Mr. Kitchen to explain the hacking of the Office 
of Personnel Management. Mr. Kitchen explained that the Chinese government was responsible for 
exploiting government human resource organizations and exfiltrating government employee SF-86 
forms.  These forms allowed China to build a profile of Americans based on the information provided 
on the forms.  Mr. Kitchen stated that China is using a “thousand grains of sand” approach to create 
a “mosaic of American society.” 
 
Subcommittee Ranking Member Whitehouse asked Ms. Frederick if there are any constraints on 
American companies in how they conduct business with foreign governments. Ms. Frederick replied 
that American companies do not provide enough transparency on data collection. Facial recognition 
is another area that must be carefully evaluated. Ms. Frederick called for improved rules to ensure 
transparency between users and companies regarding the usage of data.  


